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Summary

Objectives: This paper pursues the challenge of sus-
taining lifetime electronic health records (EHRs) based
on a comprehensive socio-economic-medico-legal
model. The notion of a lifetime EHR extends the emerg-
ing concept of a longitudinal and cross-institutional
EHR and is invaluable information for increasing
patient safety and quality of care.

Methods: The challenge is how to compile and sustain
a coherent EHR across the lifetime of an individual.
Several existing and hypothetical models are described,
analyzed and compared in an attempt to suggest

a preferred approach.

Results: The vision is that lifetime EHRs should be sus-
tained by new players in the healthcare arena, who will
function as independent health record banks (IHRBs).
Multiple competing IHRBs would be established and
regulated following preemptive legislation. They should
be neither owned by healthcare providers nor by health
insurer/payers or government agencies. The new legis-
lation should also stipulate that the records located in
these banks be considered the medico-legal copies of
an individual’s records, and that healthcare providers
no longer serve as the legal record keepers.
Conclusions: The proposed model is not centered on
any of the current players in the field; instead, it is
focussed on the objective service of sustaining individ-
val EHRs, much like financial banks maintain and
manage financial assets. This revolutionary structure
provides two main benefits: 1) Healthcare organiza-
tions will be able fo cut the costs of long-term record
keeping, and 2) healthcare providers will be able

to provide better care based on the availability of

a lifelong EHR of their new patients.
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1. Introduction

The introduction of this paper appears in
part 1, which was published in Methods
3/2006 [1].

The next section provides details for
the various models of EHR sustainability,
starting with the provider-centric model,
through the consumer-centric model and the
emerging models of national repositories
and regional registries, and finally describ-
ing the proposed IHRB (independent health
record banks) model. The latter was written
so that it could be read separately for readers
who only wish to understand the IHRB
model.

2. EHR Sustainability Models

2.1 Provider-centric Model

A report of the US Committee on Maintain-
ing Privacy and Security in Health Care [2]
presents a representative case study of a
couple, Alice and Bob, who are insured by a
health benefits plan offered by Bob’s em-
ployer (a self-insured large firm). Alice is
diagnosed with hypertension and mild an-
emia. When Alice becomes pregnant, she
develops a condition that her primary care
provider wishes to discuss with another
physician. At some point, the organizations
that hold clinical information about Alice
are as follows: her primary care physician’s
practice, a clinical laboratory, the local
pharmacy, the pharmacy benefits provider,
the consulting physician’s practice, the local
hospital, the state bureau of vital statistics,

the hospital accrediting agency, Bob’s em-
ployer, Alice’s life insurance company, the
Medical Information Bureau, the outcomes
researcher, and various lawyers. Most of the
information was transmitted electronically,
some with Alice’s explicit consent and some
without. This case study shows the com-
plexity of the healthcare processes with re-
gard to the number of entities involved and
the need for information exchange mecha-
nisms. Alice has no lifetime health record
in place, nor can she access her medical
records. From the point of view of the pro-
viders and other players, the important issue
is real time connectivity between all parties
involved in the different transactions. This
connectivity is required to allow eligibility
checkups, claim processing, managed care
procedures, and the availability of clinical
data at the point of care and to researchers
and other interested parties.

The fundamental assumption in this
model is that the medical records are kept by
the enterprise that created them (as man-
dated by the current laws) and are made
available on demand in response to au-
thorized requests, preferably online. This
might lead to a cross-institutional EHR
created on the fly; however, the medical
records remain in the legal custody of the
provider that created them.

The provider-centric model is the emerg-
ing model today. For example, the USA Fed-
eral Government has recently launched a
Health Information Technology program to
foster the exchange of information between
providers across local communities (LHII?).
At a later phase, this program will also in-
volve the exchange of information across

3 LHII - Local Health Information Infrastructure
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different communities (NHII) [3]. In the
NHII-LHII approach, the current intention
is to have each healthcare facility keep
the medical records it created. A Regional
Health Information Organization (RHIO)
implements an LHII and holds metadata
and points to the medical records while a
National Health Information Network
(NHIN) is built on the NHIL.

The model’s main advantages are: 1) bet-
ter connectivity between all parties involved
in the complex healthcare processes, pos-
sibly leading to higher quality of care [4]
and 2) serving the managed care procedures
that many healthcare organizations (e.g.,
HMOs) are trying to implement in order to
cope with the increasing costs of medicine.
This second goal can be achieved by in-
creasing efficiency, for example, avoiding
unnecessary testing.

This model has several disadvantages.
First, the clinical data related to a single in-
dividual remains dispersed; therefore, a
single patient record could only be achieved
virtually. This “virtual record” is likely to
be incomplete, for example, if a data source
(e.g., a clinic) is inaccessible because its
systems are down or if the clinic is out of
business. Second, a lifetime patient record is
hard to maintain since providers are not ob-
ligated to hold patient records more than a
certain number of years®. Third, the history
of changes to a medical document within
the healthcare provider’s facility is not al-
ways maintained properly. Fourth, a unique
patient identification mechanism might be
needed to improve identification of patients
who see different providers. This could
eventually lead to a unique identifier at
the country level, which would breach the
individual’s privacy? [3]. If instead we use
patient identification mechanisms, it is im-
portant to keep in mind that even though
they have a relatively high accuracy, they are

> NHII - National Health Information Infrastruc-
ture

¢ Depending on local regulations in each country
For example, see the USA congressional prohibi-
tion against creation of a national unique health
care identifier which reflects the substantial con-
cern in the general population that use of such
an identifier would increase the risk of privacy
violations.
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based on heuristic algorithms® and can still
lead to mistakes.

The main drivers of this model are
mainly economic and are different from the
goals of creating a lifetime patient EHR.
Due to the competitive market where each
provider strives to provide better care with
fewer expenses, providers try to achieve
better efficacy by sharing resources via the
healthcare industry’s rapidly developing
networking infrastructure. The two main
examples of realizing the provider-centric
model are the Integrated Delivery System
(IDS) and the concept of LHII (Local
Health Information Infrastructure).

An IDS generally uses one corporate
umbrella to consolidate multiple types of
healthcare providers serving different as-
pects of the care continuum such as hospi-
tals and primary care clinics [6]. An IDS
allows the exchange of information between
its members and gives them better terms
with insurers, thus increasing the providers’
efficacy. Although the technological infra-
structure of an IDS allows patients to be
connected as well and potentially access
their medical records, the focus of an IDS is
to serve the healthcare providers and make
the connectivity between them as smooth
and efficient as possible. Naturally, an IDS
is owned or under total control of the health-
care providers, which typically have one
major ownership.

The LHII concept is part of the new
NHII initiative in the USA and is in fact a
broadening of the IDS concept. An LHIT is a
community-based operation backed by pub-
lic-private partnerships and is not limited to
healthcare providers, rather it encompasses
all healthcare stakeholders in the commu-
nity [7, 8]. During the past decade, the Euro-
pean Commission has funded numerous
projects [9] aimed at developing regional
health care networks, some of which have
similar characteristics to IDS and LHIL

In the near future, it is foreseen that pro-
viders will continue to maintain control over
medical records, but begin to exchange
patient records on demand. The medical

¢ Heuristics of comparing non-unique identifiers
such as names and addresses of two persons in
order to determine the probability that these
identifier sets actually refer to the same person
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records remain dispersed but, thanks to im-
proved connectivity and widespread agree-
ment between providers, some data related
to a person seeking medical care can be lo-
cated and gathered at the point of care. How-
ever, as mentioned above, in the long run,
the provider-centric model involves unre-
solved issues related to the lifelong sustain-
ability of patient records.

2.2 Consumer-centric Model

Another model that is nowadays sparsely
being implemented is the consumer-centric
model, following the spirit of consumerism.
Patients are perceived as the owners of their
medical records and essentially as their cus-
todian. Various Internet sites offer health
consumers the ability to manage their EHR,
typically by manually entering the data they
received from their providers. These records
are usually copies of summative records
such as discharge summaries which are
sometimes just the tip of the iceberg for the
large amounts of data created during the
provision of care. The main disadvantages
of this model are 1) the incompleteness
of the EHR; 2) the legal standing of the
records, which might not be perceived as
highly reliable by providers due the way
they are kept, i.e., under the control of
the patients; and 3) the difficulty in coping
with the special situations of patients who
could be harmed should they be able to ac-
cess their records in a totally unrestricted
manner.

An important article describing a con-
sumer-centric type of model is the article
“Bank of Health” [10]. The authors argue
that “These personal health records would
not replace the physician’s or the institu-
tion s records, rather they would function as
personal records that consumers could con-
trol and share, all or in part, with whom they
choose, and when, where, and how they
choose”. This is a fundamental distinction
between this type of bank and the indepen-
dent health record bank proposed in this
paper. The Bank of Health model lacks the
replacement and independent principles and
thus it will be hard to achieve an accurate
and complete lifelong health record of an
individual.

Methods Inf Med 5/2006
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2.3 National/Regional-centric
Model

The national/regional/community-centric
model is centered on the authority of a spe-
cific country or region which attempts to
establish an authority-oriented operation to
centralize its residents” EHRs. The essence
of these models is the use of rich metadata in
a central location so that queries could be
posed to the registry, without necessarily ap-
proaching the data sources. For example, the
entire header of each source clinical docu-
ment could be stored in the registry (e.g., the
Satakunta project in Finland [11]), or essen-
tial data items can be stored in a central re-
pository (e.g., the UK NPfIT concept of a
national “Spine” [12]). In any case, meta-
data sets like the CDA Header or the [HE
XDS metadata definition [13] have clinical
content and are not merely demographic
data. This is fundamentally different than
in the provider-centric approach, where the
registries (sometimes called index serves)
only include pointers to the patients’ rec-
ords. Advantages of the authority-centric
model are in the power of the authority to
push forward prototypical implementations
based on public-private partnerships (with
some seed money perhaps). In the regional-
centric approach, the national infrastructure
is being evolved in a bottom-up fashion in
the sense that each region takes care of its
tenure residents with the assumption that
most of them don’t move out of the area. The
main disadvantages of the authority-centric
approach are: 1) centralized operation that
might lead to bureaucracy and inefficiency;
2) the ‘big brother’ concern, e.g., matching
with other databases maintained by the
authority; and 3) dependency on interested
parties associated with the authority, which
could lead to conflicts of interests.

The project health@net [14] is a regional
project that strives, in the long term, to break
the geographical boundaries and provides
similar functionalities of a health record
bank [15]. It is carried out in the region of
Tyrol in Austria and currently allows sharing
of clinical data between hospitals and gen-
eral practitioners or specialists in that region.
Such projects might be the forerunners of the
model presented in the next section.
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2.4 Non-centric IHRB Model

The models described so far are centered on
asingle stakeholder in healthcare, i.e., either
on the providers, the local authorities, or the
consumers. This model is non-centric in the
sense that it is not centered on those stake-
holders. It assumes the establishment of new
entities that are called independent health
record banks (IHRBs). These multiple com-
peting banks will be solely responsible for
one main task: managing the lifetime EHRs
of individuals. They have only one interest —
to provide an independent service to all par-
ties that require the use of health records.
The main role of an [HRB is to serve as the
ultimate repository of lifetime records of its
customers. Thus, providers will cease func-
tioning as record keepers because the legal
copies of the medical records will reside
only in [HRBs. A fundamental principle in
this model is that IHRB holders and oper-
ators do not have any control over other
parties interested in the health records such
as providers, payers, pharmaceutical com-
panies, research institutes and government
agencies, as it might lead to conflicts of in-
terests.

The current paradigm where each health-
care enterprise holds a legal archive of its
medical records should change into the
new constellation of regulated independent
health record banks, serving as the sole
holder of medical records. The change with-
in each healthcare provider is that there is
no need to maintain an archive of medical
records, thus this component is essentially
eliminated in the information systems of
healthcare enterprises. Instead, the stan-
dard-based communications module has a
significant place within the provider in-
formation systems. A few providers already
use standard-based communications within
the enterprise, mainly to bridge between ap-
plications deployed by different vendors.
After the proposed transition, the communi-
cations subsystem will continue to deal with
internal transactions, but will deal with the
outside world much more intensively and
will relentlessly comply with the required
international standards.

A common scenario in the new constel-
lation includes IHRBs as new players in the
healthcare field. The following steps de-

scribe that basic scenario as well as other

possible data exchanges using the IHRBs

services:

1) A patient has an account in the [HRB of
his/her choice.

2) The patient requests care from health-
care provider A.

3) Provider A transfers the medical records
created during that care to the patient's
[HRB account upon patient’s request and
authorization,

4) At a later time, the patient requests care
from healthcare provider B. Provider B
needs the medical history of the patient,
who authorizes the transfer of his EHR
(optionally embedding the raw medical
records) from the patient’s [HRB account
to provider B.

5) Provider B transfers the medical records
created during the provision of care to
the patient’s IHRB account upon the pa-
tient’s request and authorization. The
IHRB updates the patient’s lifetime EHR
by embedding the newly submitted
medical records to the EHR, and more
importantly, updates the summative
(non-temporal) parts of the EHR.

6) If the provider claims reimbursement
from the patient’s insurer and the insurer
requires more information — it could be
obtained from the patient’s IHRB with
prior patient authorization. Such an au-
thorization can be limited by time, type
of data, level of detail, and so forth.

7) Pharmaceutical companies, research in-
stitutes, and government agencies that
need access to the clinical data, will be
able to do it upon patient authorization
and in line with local regulations.

[HRBs could be the vehicle used by the so-
ciety to achieve the goal of a lifetime patient
record controlled by the patient. The es-
tablishment of IHRBs should be preceded
by appropriate legislation® as well as the
creation of an ethical code for their oper-
ation.

For example, current diagnoses/medications etc.)
¢ In June 2006, an “Independent Health Record
Banks” legislation bill was introduced in the USA
Congress [16].
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We could think of [HRBs similar to the
way we perceive financial banks. Just as
most people have a chequing account to
which they can request a wire transfer of
money, each healthcare consumer could
have a private health record account pos-
sibly opened for her/him at birth and the
“birth record” will be the first record “wire-
transferred” to their newly created account
(this record could include essential data
from the pregnancy as well).

A number of IHRBs will compete for
the benefit of healthcare consumers, which
could lead to better services in terms of
reliability and responsiveness. Additionally,
IHRBs could offer advanced services like
telemedicine infrastructure and the sum-
marization of the patient’s medical records
within the summative part of the EHR. The
latter service is extremely important con-
sidering the short encounters (typically sev-
eral minutes) where the patient is new to the
physician in scenarios such as specialist
visits, switching to a new general practi-
tioner, ER visits, second opinions and so
forth.

The manner in which the longitudinal
EHR is continuously updated could be de-
picted through an EHR Production Cycle:
providers send clinical data to the IHRBs,
which then update the appropriate EHR
based on new incoming data. The next time
the IHRB is queried for the patient's EHR, a
current and updated EHR will be returned to
the querying provider.

IHRBs may also serve the needs of re-
searchers for anonymous medical records.
Researchers could mine an IHRB repository
more effectively and [HRBs could offer a re-
trieval service based on the records of cus-
tomers who grant permission for such access.
Independent organizations such as IHRBs
are likely to better preserve the anonymity of
their customers than any other custodian.
More importantly to researchers, [HRBs will
provide complete and longitudinal records,
whereas other organizations are likely to
have only partial views of clinical data.

Another source of clinical data is the in-
dividual. Consumers will be able to add self-

' Other examples of health records could be life-

style data and personal preferences.
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documentation reflecting on unreported
events as well as their own perspective of a
medical encounter, expanding the account
to consist of health records" and not only
medical records. The term ‘health record’
has a broader meaning that relates to all
health issues, not necessarily confined to re-
sults of medical practices. This portion of
the data is also known as the PHR (personal
health record) [15], which is now part of
the USA NHIN initiative as well of other
national efforts [17].

There is a need for comprehensive legis-
lation to enable the legal and business oper-
ation of IHRBs. Considerations for such
legislation are described below.

2.5 Legal and Ethical
Considerations

This section presents guidelines for the
new legislation needed for [HRBs to be es-
tablished and function. Ideally, the legis-
lation should be international and consistent
across different countries’. Practically, it
could be that each country will have its own
variation of the IHRB legislation, but still
follow the same guidelines presented below.

25.1 The Medico-legal Copy

Legally, the IHRB record will be considered
the most updated source of data and thus, if
there are other sources with contradicting
details, the content of the IHRB record will
be taken as the accurate one. This legal
standing of the IHRB record will actually
enforce all interested parties to properly
communicate with the [HRBs.

2.5.2 Auditing

[HRBs will have to adhere to very strict
rules to prevent unauthorized changes and
accesses to the attested medical records. For
example, a medical record transferred to
an IHRB account by a healthcare provider
would be signed by the IHRB in such a

i It is foreseen that international agreements will
enable persons who live temporarily in (or immi-
grate to) other countries to transfer their records to
an THRB in the country of their current residence.
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way that no one else could change it. This
signing process will be conducted indepen-
dently of any other electronic signatures
created by the originator of the record/docu-
ment. Such records should be clearly dis-
tinguished from self-documented records
entered by health consumers.

25.3 Legal Dispute

If a patient sues a provider because she/he
thinks that the provider caused him/her
damages, then the patient’s IHRB is obli-
gated to provide the patient’s EHR to both
sides — the healthcare provider being sued
and the patient. The [HRB will also provide
the complete audit trail of that EHR.

254 Transfer Timing

The transfer of a medical record to the ap-
propriate patient’s IHRB account should
happen as close as possible to the time the
record is made available for patient care. For
example, if a patient is hospitalized! for two
weeks and an operation took place on the
fourth day of hospitalization, the operative
note should be transferred to the IHRB as
soon as that record is made available* and
not only when the patient was discharged.
Nevertheless, while records have not been
transferred to the [HRB they are considered
the legal copies. Furthermore, as long as the
patient is under the authority of the health-
care provider (e.g., is still hospitalized), the
local copies of the medical records are con-
sidered legal copies as well, even if they
have already been transferred to an I[HRB.
This will allow providers to have the data
they created available for patient care,
without necessarily accessing [HRBs. This
would probably be more important to large
providers like hospitals than to small clinics
that could significantly cut the costs of
short-term storage by always accessing
[HRBs.

i ...and assuming that the patient requested upfront
that all medical records created during the hospi-
talization will be sent to his/her IHRB account.
Available for patient care, e.g., is not in edit or cre-
ation mode or waiting for the legal authenticator
attestation

Methods Inf Med 5/2006
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255 Multiple Accounts

Individuals could choose the IHRB they
prefer but would be advised not to open a
number of accounts at different [HRBs.
Nevertheless, consumers with privacy con-
cerns might still want to have multiple ac-
counts where there is one main account and
the others serve confidential information re-
lating, for example, to psychiatric or infec-
tious diseases. Such a situation should be
further explored but it is clear that privacy
concerns could drive people to open ac-
counts under a false identity. This is the case
today with sensitive treatments and opera-
tions that people undergo in distant loca-
tions and with false identity in order to
maintain their confidentiality. In any case,
each signed medical record' will reside in
only one IHRB account, because providers
will be obligated to send a record only once
and only to one account. Nevertheless, the
summative™ information in the multiple
EHRs might contain similar information as
there is typically an overlap in the content of
medical records”. It is assumed that critical
data such as diagnoses, sensitivities/aller-
gies, and current medications will be part of
the summative information of the EHR in
the main account.

It is important to note that while dis-
persed medical records are inherent in the
current paradigm, in the IHRB model it is
foreseen that the number of patients holding
more than one account will be negligible.
The patient’s insurance plan would probably
fund only one account so multiple accounts
will cost the consumer more charges and
eventually may harm the person’s own
health.

25.6 Changing Accounts

A patient will be able to move from one
IHRB to another and the entire lifetime
record should then be transferred to the new
account. Each EHR transfer will always be

Created and signed by a healthcare provider

™ Summative information is generated from the
medical records by means of extraction, summari-
zation, or topical encapsulation.

" For example, a discharge summary can describe

an operation conducted
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conducted in such a way that the transferred
EHR will eventually reside only at the target
IHRB and thus will be erased from the
source IHRB. No duplications will be al-
lowed and the regulator should take care
that the information exchange between the
[HRBs is conducted properly.

25.7 Closing an Account

A patient will not be able to close an account
unless he asks for the transfer of his entire
EHR to another IHRB. Closing an account
will merely involve its deactivation in a way
that no data can go in or out. It will be the
legal responsibility of an [HRB to keep
records even after the death of its customers.

258 Defaulting

When a patient chooses not to transfer a
copy of arecord created by a healthcare pro-
vider to her [HRB account, the provider
must still keep that record according to local
regulations (this is also valid in case the ac-
count is not available or does not exist). The
patient can ask for a copy at a later time as
along as it is still kept by the provider. As
noted, if a provider sends a record to an
[HRB, it is always available for retrieval by
that provider, and thus the provider could
perceive the IHRB as its own long-term
storage. Consequently, it is anticipated that
once the IHRBs become ubiquitous, the
local regulations will shorten the mandatory
period required by healthcare providers for
long-term storage of medical records that
were not sent to an IHRB. The ‘tipping
point” will occur when most of the records
can be sent to IHRBs and only a small
number of records should be persisted. This
will be the moment when the burden of
medical records archiving will be removed
from the healthcare providers.

2.5.9 Access Control

In principle, patients will have access to
their EHR and to each of the medical
records embedded in the EHR. There will
be an option to restrict the access to certain
medical records such as the psychiatric
ones. This might be needed in two main
scenarios: 1) statutory ethical committees

decide that specific information might harm
the patient, and 2) the patient would like to
keep part of the information confidential. In
the latter scenario, the provider receiving
the EHR will be notified that not all data
items in the EHR are available and the pro-
vider will then be entitled to inform the pa-
tient that the care provided might not be as
good as it could be if the entire EHR was
available and that some testing procedures
might be repeated unnecessarily.

Healthcare providers will always be en-
titled to retrieve the medical records they
created and transmitted to the various
[HRBs. However, they will not be allowed
to keep the patient’s EHR sent from the pa-
tient’s IHRB, beyond the time limits of pro-
viding care to that patient. Keeping the EHR
will be illegal but could also result in using
an outdated EHR as the most current EHR
will always reside in the patient’s IHRB ac-
count.

2.5.10 Privacy

Privacy is certainly the main concern of
health consumers with regard to electronic
medical records. Privacy concerns are
raised at the individual level as well as at the
public level:

e Public concerns about the privacy of in-
dividuals’ health information have to do
with inappropriate use of individual
genetic information encoded in the life-
time heath record, as well as about ag-
gregation of such information that could
be utilized by immoral efforts such as
“ethnic cleansing” [18].

e Individual privacy concerns mainly re-
late to potential misuse of personal in-
formation by insurance companies, em-
ployers, and other organizations that
have access to personal health informa-
tion. Examples include genetic informa-
tion [19] that predicts the probability of
an individual to get sick and potentially
have high claim rates®.

°  For example, a self-insured employer seeking to
reduce expenses might not renew an employment
contract for an employee whose spouse has been
recently diagnosed with a chronic disease and is
expected to have a high rate of health claims [5].
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These concerns might increase once all
health records are aggregated in one place,
as proposed by the [HRB vision. However,
the concerns should be weighted against
the benefits of the availability of complete
medical history in general and in scena-
rios such as emergency, relocation, second
opinion, and telemedicine in particular.

Individuals with high privacy concerns
might want to have their records reside on
a personal computer or a smart card [20],
rather than in an online repository such as an
IHRB. On the other hand, this might make
the records less available as those devices
are much more vulnerable and the patient
might easily lose or damage them uninten-
tionally.

Keeping records on personal devices
[21] is a risk that an individual has the right
to take if it seems to that individual that his
privacy is better protected in this way. Indi-
viduals should make the choice between the
approaches after they have been informed of
the advantages and disadvantages of each
choice, much as the informed consent?
notion is realized when the patient has to
choose one of a few alternative treatments.

Another controversial issue regarding
privacy is the potential use of genetic differ-
ences between individuals and other bio-
metric methods as a way to uniquely iden-
tify an individual. Matching these kinds of
identifications across systems in various
sectors could possibly lead to the abuse of
genetic information against individuals.
Nevertheless, the vision of IHRBs also
eliminates the need for any type of unique
identifier since only the THRB account
number ? will be required for identification.

2.6 Business Considerations

The immediate business incentive to move
to the [HRB model is reduced costs in
long-term archiving of medical records for
healthcare providers. The design of the pro-

P The notion of ‘informed consent’ is one of the fun-
damental principles of the patient’s bill of rights.

9 An IHRB account no. is unique within a specific
IHRB (similarly to a checking account no. which
is unique in a specific financial bank) but at the
same time could be replaced very easily and is not
used in any other sector.
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viders’ IT systems will change and focus on
operational systems with decision support
and other care-oriented components instead
of investing in the long-term archiving of
medical records for all patients who visited
their facility, as required by the current law.
Those costs are embodied today in the
charges that providers claim. Therefore, the
main business transformation is to move
those costs to other entities and enable pro-
viders to invest more in healthcare rather
than in archiving. Those costs will be cov-
ered against added value provided by the

IHRBs through the availability of lifetime

EHRSs for the benefit of the consumers and

payers.

Once IHRBs are established, their busi-
ness model will be somewhat similar to that
of financial banks. The revenue model of an
[HRB will be based on account charges per
number of transactions and capacity of stor-
age. It is foreseen that insurers and health
plans will include coverage for the basic ac-
count charges as it improves the quality of
care and thus reduces the cost of claims. Per-
haps, there will be extra charge paid by the
patient or through complementary health in-
surance plans when demands are beyond a
certain amount of transactions and storage
capacity. Another possible coverage for
IHRB account charges might be provided
by research facilities directly to patients in
return for their authorization to make use of
their EHRs.

Other optional sources of revenue for
IHRBs might include the following:

e [HRBs will charge other interested par-
ties such as pharmaceutical companies,
research institutes, and government
agencies for providing them with data.
Grid services will be developed by con-
sortiums of IHRBs or by other entities to
mine and process IHRBs data using the
emerging Grid technologies.

e Special services might be provided by
IHRBs to their individual customers,
such as linking their actual data to rel-
evant educational materials or telemedi-
cine services.

e [HRBs could offer healthcare providers
support in transforming their proprietary
data to standard representations, as this
will be required by the new legislation
(i.e., any participant in health informa-
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tion exchange should comply with in-
ternational standards of medical infor-
matics).

2.6.1 Enterprise Data

Healthcare providers will be entitled to re-
trieve data they sent to different [HRBs at
any time and at no cost, for their own enter-
prise needs (e.g., quality control, clinical re-
search, etc.). However, they will be also en-
titled to keep the data (or any part of it) in
their own repositories, bearing the costs of
this storage not as part of the care charges,
rather as part of a funded research for ex-
ample.

2.7 Technological Considerations

An [HRB will be able to receive medical
messages or documents that were formatted
using any of the internationally recognized
information exchange standards such as
HL7, CEN, and DICOM.

A provider’s clinical information system
[22] may have a proprietary structure to rep-
resent the clinical data of its patients. If that
format does not map to one of the standards,
the provider is obligated to attach all details
that were not mapped to the medical stan-
dard using a more generic data exchange
standard [23]. IHRBs will notify their cus-
tomers when they get proprietary data from
healthcare providers, and allow them to look
for healthcare providers that comply with
internationally recognized standards. Once
[HRBs become ubiquitous, it will be im-
possible for healthcare providers to send
proprietary data; therefore, these issues
characterize a transition state which could
last a few years in order to let providers ad-
just their IT systems to produce standard-
compliant data.

Another important role of the IHRBs
will be to communicate effectively with
health ontologies in order to map and recon-
cile medical records that were sent from
various sources and comply with different
standards, terminologies and templates/
archetypes”. Better use of medical in-

' Templates and archetypes are the means by which
the major standardization bodies are trying in
these days to express domain-specific data [25].
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Table T Comparing the centric models of EHR sustainability against the non-centric model of independent health record banks
Model | Independent health Providers with national Government-operated Regional metadata regis- | Patient-held records
Criterion record banks infrastructure reposifories fries (consumer)
Socioethical Private, regulated, indepen- | Government-centric Government-centric Government control Patient full control,

dent

regulated (?)

Business model

Similar to financial banks
Providers cut costs

Government budget

Government budget and
medical taxes

Regional operation

Patients pay for holding their
records

Custody of legal copies

Legal copies reside in the
banks only

Legal copies — in the providers

repositories

Legal copies — in various re-
posifories

Legal copies — in the pro-
viders repositories

Legal copies — in the pro-
viders repositories

Government role

Regulator only

Responsible for the infrastruc-
fure

Government operation and
budget

Oversees the regional opera-
tions

No role

Providers role

Provide health and attested
medical records

Provide long-term record keep-

ing of their medical records

Continue fo keep records *
site-specific data

Provide metadata and long-
term record keeping of
medical records

Provide copies of the records
they created on demand

Patients role

Control the access rights

Review their records and sug-
gest modifications

Responsible for their record

EHR complefeness

Potential for completeness

Incomplete a.l.a providers
are record keepers

Potential for completeness
practically — incomplete

Incomplete as long as pro-
viders are record keepers

Incomplete a.l.a providers are
record keepers

Privacy — need for unique id

no need for unique id —
only account number

Need a patient-unique id

Need a patient-unique id

Need a-patient unique id

No need for unique id

[nternational standard

Highly dependent on
international standards

Government could mandate
national standards

Government could mandate
national standards

Regions could mandate
regional standards

Highly dependent on
international standards

Feasibility

Need radical preemptive

National priority

National prioritization —

Regional budget

Private —

legislation

big budget

consumer empowerment

formatics will be practiced by [HRBs [24].
For more information about the technologi-
cal aspects of the I[HRBs operation, see the
section on Technological Background in the
Introduction (in part 1).

3. Discussion

Typically, disparate healthcare organiza-
tions hold clinical data relating to the same
patient. It is widely accepted that an inte-
grated, longitudinal and cross-institutional
health record is an important goal to achieve
[26]. According to an ISO definition propo-
sal [27, 28], an EHR is “a longitudinal col-
lection of personal health information con-
cerning a single individual, entered or ac-
cepted by healthcare providers, and stored
electronically. The information is organized
primarily to support continuing, efficient
and quality healthcare and is stored and
transmitted securely”. A natural extension
of this definition could lead to making a
lifetime EHR available at the point of care.
The main question that this paper raises is
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how should such a record be sustained over
the lifetime of an individual? Three main
models were described, centered on the pro-
vider, government/region and consumer
stakeholders, respectively. These models
were compared to the non-centric model of
[HRBs (independent health record banks).
Table 1 summarizes the comparison of
the models using various criteria such as
social, ethical, legal, and business issues
along with the role each stakeholder has in
each model. The table may help policy
makers in countries and regions that con-
sider the development of health informa-
tion infrastructure, in comparing these
models of large-scale EHR implemen-
tations. It is strongly recommended that
such a comparison be brought up to public
discussion before deciding on one model or
the other.

4. Conclusions

All centric models presented in this paper
will naturally emphasize the interest of their

central stakeholder, whether they are the
providers, the consumers, or the authorities
(governments/regions). It is argued that
only a non-centric, independent and regu-
lated approach can ensure the objectivity of
the lifetime EHR service, which is so crucial
to many parties and specifically to patients
and providers. The paper describes the non-
centric model of IHRBs as a feasible alter-
native to the centric models and suggests
guidelines for the new legislation needed
in order for IHRBs to be established and
operate successfully. It also describes the
business considerations that could bring
about a business transformation in the field
of healthcare, focusing on the shift of ar-
chiving costs from healthcare providers to
[HRBs and the benefit of lifelong EHR to
patient safety, the quality of care and the
ethics of record keeping.

The new approach proposed in this paper
is not only about further technological de-
velopment — rather it presents a comprehen-
sive socio-economic-medico-legal model
based on technological advancements. The
adoption of this model will create a para-
digm shift in the way health information is
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being handled and will let each player focus
on its main role and speciality. All stake-
holders in healthcare are longing for a
change. Will it come from further devel-
opment of today’s paradigm that is based on
better connectivity between healthcare pro-
viders? A major change is needed where
healthcare providers will cease functioning
as record keepers and custodians of long-
term archives of incomplete medical rec-
ords. New players, IHRBs, will emerge in
the healthcare arena, and will be established
as business entities regulated by new legis-
lation. IHRBs will compete for better ser-
vices but will comply with the new regu-
lations. The essence of these regulations is
to ensure that IHRBs will act objectively
and serve all parties. Indeed, at first sight it
might look as though this approach is yet
another Internet site that offers health con-
sumers an opportunity to aggregate their
medical records in one place. However, it is
not about that concept. It is not about owner-
ship, since medical records are perceived as
objects that need custody rather than owner-
ship. None of the current players can really
ensure the sustainability of medical records
throughout the lifetime of an individual. The
new players that will solely focus on that
mission might be able to cope with that
challenging goal and thus this vision de-
serves the chance to be thoroughly dis-
cussed and explored.
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